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Attachment 1.1 

Specifications for Personal Tablets (iPad) under the BYOD E-Learning Programme 

1. Recommended Minimum Specifications for Personal Tablets under the BYOD Programme: 

Devices supporting iPad OS 15: 

1.1 iPad (9th generation) or later 

1.2 iPad Mini (7th generation) or later 

1.3 iPad Air (5th generation) or later 

1.4 iPad Pro (6th generation) or later 

2. Recommended Accessories for the BYOD Programme:  

2.1 Any compatible stylus for personal tablets 

2.2 Protective case for the personal tablet 

2.3 Portable charging device 

2.4 Wired or wireless earphones 

 

Attachment 1.2 

Acceptable Use Policy (AUP) for the BYOD E-Learning Programme 

To ensure that students can effectively and safely use personal electronic devices, the school has established an 

Acceptable Use Policy (AUP). Parents and students must agree to and commit to this policy in order to use personal 

tablets and the school's wireless network on campus. 

The purpose of this policy is to protect students while using their personal tablets in a safe and regulated 

environment, preventing illegal, irresponsible behavior, ethical violations, or destructive online activities. Parents 

and students must carefully read this policy, understand the relevant rules and restrictions, and be aware of the 

consequences of violating the policy. Personal tablet use on campus is only permitted after both parents and 

students agree to and sign the consent form. The school reserves the right to revoke a student's right to use their 

personal tablet if any terms of the policy are violated. 

1. Information Filtering and Device Management 

1.1 To ensure the information and software on personal tablets align with students' learning needs, all 

personal tablets used at the school must have a Mobile Device Management (MDM) programme 

installed by the school. Students must allow the school to manage their personal tablets during the 

programme. Before submitting their personal tablets for MDM installation, students must clear all data, 

log out of their Apple ID, and restore the device to factory settings. 

1.2 The school will remotely install educational software and regularly update the system and applications 

via the MDM to ensure the security of students' personal tablets. 

1.3 During the programme, the school will temporarily manage students' personal tablets through the 

MDM, and parents or students may not install any applications or reset any settings on their personal 

tablets. 

1.4 The school will register the hardware identification of each student's personal tablet for identification 

and management purposes. 

1.5 For network security reasons, all browsing activities on the school's wireless network will be 

monitored and recorded. 

1.6 The school will filter information accessed by students through their devices from the internet using a 

firewall. In certain exceptional cases, students may access inappropriate information that cannot be 

filtered. If this occurs, students should immediately notify a teacher or school IT staff. If a student is 

found browsing inappropriate content without notifying a teacher, the school may take disciplinary 

action. 

1.7 Students must not bypass filters and security restrictions in any way while online. 

1.8 The school reserves the right to monitor, inspect, access, and configure students' personal tablets. 

1.9 The school reserves the right to disable the wireless network or devices without prior notice to students 

or parents. 

1.10 If a student is found using an unapproved device on campus, the school has the right to confiscate the 

device and notify the parents to retrieve it in person. 

 



2. Personal Daily Management of Student Devices 

2.1 Personal Daily Management of Student Devices 

2.1.1 Students must purchase a protective case and screen protector for their personal tablets. 

2.1.2 Students should securely store their personal tablets and must lock them in a locker when not 

in use.  

2.1.3 Students must take their personal tablets home every day after school and may not leave them 

in lockers. 

2.1.4 The school will not be responsible for any loss, damage, or theft of personal tablets, accessories, 

or data. 

2.2 Power Supply 

2.2.1 Students must ensure their personal tablets are fully charged before returning to school. 

2.2.2 Students may not use any school power sources to charge their personal tablets. To avoid 

interruptions in learning due to low battery, students are encouraged to carry a backup power 

source.  

3. Guidelines for Using Personal Tablets on Campus 

3.1 Students may only use personal tablets in class under the supervision of a teacher. 

3.2 Students may only turn on speakers or use earphones and open audio or video files with the teacher's 

approval. Personal tablets must generally remain on silent mode while on campus. 

3.3 Students may only use school-approved applications; parents and students may not install any 

applications on personal tablets independently. 

3.4 Personal tablets are a learning tool. Students may not use personal tablets on campus for the following 

purposes:  

3.4.1 Entertainment or gaming (e.g., listening to music, watching unrelated videos) 

3.4.2 Accessing social media (e.g., Facebook, Instagram, Snapchat) 

3.4.3 Instant messaging applications (e.g., WhatsApp, WeChat, Line) 

3.4.4 Any activities unrelated to learning. 

3.5 The school reserves the right to review students' browsing history on BYOD devices. 

3.6 Students must respect intellectual property and may not store, use, or transmit unauthorized files or 

software. 

3.7 Students should respect personal privacy and may not record audio, take photos, or make videos in 

class without teacher permission, nor publish or disclose such materials online or in any form. 

3.8 Students must use personal tablets ethically and are prohibited from engaging in any inappropriate 

behavior using BYOD devices, including but not limited to: harassment, bullying, threats, personal 

attacks, or sharing harmful messages. 

3.9 Students must maintain network security and may not intentionally spread malware (e.g., computer 

viruses) online. 

3.10 Students must connect to the internet via the school's wireless network and are prohibited from using 

private mobile data (e.g., 4G and 5G) to access the internet. 

3.11 Students must securely manage their personal accounts, including intranet, Google accounts, eClass 

student applications, and Hong Kong Education City. Students are prohibited from using others' 

accounts or sharing personal or others' login information. 

3.12 If a student causes damage to another student's personal tablet, the school will handle it according to 

school regulations. 

3.13 If a student is found violating any terms of this agreement or the school's electronic learning policies, 

the school reserves the right to inspect the student's personal tablet and/or revoke the student's 

permission to use personal devices, and take disciplinary action according to school regulations. 
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